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The fourth industrial revolution is creating an environment in which everything will be perceptible, interconnected, and intelligent. 

loT is the cornerstone of this new era. ICT powers the ability of loT to reshape traditional industries. By integrating the physical 

and digital worlds. loT shortens business processes, boosts productivity, and provides better products and services, while, at the 

same time, unleashing the huge potential for innovation. 

In the future, everything will be connected in scenarios more diverse than simply connected people. For example, governments 

wwant to make everything intelligent. From street lighting, parking, and bicycles, to water meters, gas meters, manhole covers, fire 

protection, and environment monitoring, governments hope that loT will improve quality of life and increase city management 

efficiency. This will bring a new wave of connectivity services, presenting great opportunities for development. At the same time, 

the loT platform is used to integrate the open asset data of different industries. This data may be sourced from water, gas, and 

electricity meters, intelligent door locks, pet tracking, home security, luggage, vehicles, and so on. Through the unified portal, loT 

can macan make people's lives both smarter and more convenient. 

As everything becomes connected and intelligent, the loT brings huge economic value. It is driving the digital transformation of 

all industries. From governments and organizations to businesses and local communities around the world, everyone is actively 

investing in and researching the loT. They collect, analyze, and apply data generated through the loT, facilitating the rapid 

development of all industries. 

According to Huawei's Global Industry Vision (GIV) predictions, everything will be brought into a digitalized and intelligentized 

wworld where everything is both perceptible and connected. By 2025, it is predicted that 40 billion smart devices will be in use 

worldwide, with a total of 100 billion connections in public utilities, transportation, manufacturing, medical care, agriculture, 

finance, and other industries. The loT promotes digital transformation, creating a digital economy worth US$23 trillion'. With the 

comprehensive improvement of perception and connectivity capabilities, the loT connects huge numbers of devices to achieve 

breakthroughs. It not only creates value from data but is also becoming part of our everyday life. 
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By adding analytics and automation to equipment, all data can be analyzed for greater accuracy. In a typical scenario where lim-

ited data is transmitted for analysis, decisions are being made on a tiny percentage of the available data. By having 100% of the 

data available, results are faster, more accurate, and eliminate the need, and associated costs, to transmit and store unnecessary 

data. 

On-board intelligence brings the IoT maturity model full circle, allowing industrial organizations to gain maximum ROI and busin-

ess benefit from predictive failure, data- driven diagnostics, and device optimization. Further, true IoT device management beco-

mes a mes a reality as on-board intelligence monitors for conditions in order to identify events and then automates actions directly on 

the equipment for better predictive accuracy and more rapid response time. It also enables valuable functionality when equipm-

ent loses connectivity. For example, machinery can be rapidly and automatically shut down when there is an unsafe condition. 

Other important benefits are the enablement of over-the-air (OTA) software updates for improved device integrity and OTA oper-

ational configuration to dynamically alter asset behavior as requirements and environments change. 
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One of the many values of that IoT is that it is driving the digitization of all industries; however , the IoT brings with it new security

threats dues to new technology applications.

As the tools used in attacks become more sophisticated, Machine Learning (ML) and Artificial Intelligence (Al) will compound attack

-defense confrontation. Although Al can be used to rapidly detect new security threats, it can also be used to launch attacks. The 

technical barriers for implementing attacks become lower. loT devices, including refrigerators, vacuum cleaners, water meters, 

and stand street lights, will become potential targets for attack. By 2020, Gartner predicts that more than 25 percent of identified attac-

ks in enterprises will involve the 1012. In addition, devices at different physical locations and network layers are connected to each 

other, breaking up the boundaries of traditional network security and generating more attack vectors. Attacks can be launched at 

different locations to target different layers, creating a springboard effect where attackers can leverage small vulnerabilities to open

up larger ones. Of note is that attackers have transformed the way in which they launch attacks. Attacks that were once launched 

on vulnerable devices aon vulnerable devices are now being launched on legitimate devices. Attackers now use automation tools to simulate authorized 

operations on legitimate devices, which are then exploited as a springboard to launch attacks. 

As the loT enters a more pragmatic and operational phase, industry customers are aware of the importance of loT security. 

Gartner predicts that worldwide spending on loT security will reach USS1.506 billion in 2018, a 28 percent increase' over the 

US $1.174 billion spent in 2017. Different commercial sectors face a wide range of different threats. For example, the Internet of 

VVehicles (IW) may face completely different threats and security challenges compared to those facing intelligent street lighting. 

loT security needs to move from single products to end-to-end solutions and eventually to the entire security architecture. The 

evolving security architecture is used in future business scenarios, such as Smart City, smart energy. smart transportation, smart

manufacturing/industry, smart life and autonomous driving.

loT security is involved in Low Power Wide Area (LPWA) networking, the loV, industrial loT, wearable devices, and other industries. 

In the loT ecosystem, numeIn the loT ecosystem, numerous loT devices generate and use massive amounts of data. The pipe ensures transmission security 
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